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Afilias welcomes the opportunity to contribute to the discussion of Internet of Things being led by the
"#$%&" ()*'*+%,,-&$+"#$%&. ("&/(0&1%2, " #$%&(3/,5&S . #2"#$%&(45!)03678() 9*(0&#*2&*#(%1()9$&.:.(4500
"#$%&'()*)&"+1%,"-"1)."*- W"H#IS%&' ) (#(&H#+*",'+#(-+#.,*)$+*()0#1,10/1*2#10&34"#) +#*#%0) 3+#(&H#3'+) (+#
"#ABI%& ' ()*)+1&H#,--$#.1& ./$&0,1*2& 0)./& 1$*)+3* A& | $#" 1 $4 & I#+*+3*$& +-2& 5%, 3+**6 & +7+)*+3*$& . $#/-,* £
"#5%& '()$*($) & "++*$%%$%& |, *$& "--$%%./0$& "(+& 1%$2103& 4204 B0 1(3& 968, ,-$.!1/$*(01"
"#$%&!" ( &)*+!1"(,-'1./,0( .-, 11#-.2( 3+"+"-&( 4562( +"&( 3)7!$-( +"&( 8-7( .-, L1#-.9( :+.-&()"(/;-.~(
"#1$%!1&"()*%&'+,-%& . *-1/1+0#%& . * 1 &-*%2#+121&3%& . * (1", $%634*#0+%'4)*5!*066!$*0,$*$! (#0& (I (*30*37!*.$!!
"A#S%& () +#P,-. & +HHE&"01"-P#S% &' % B("% )H#S " *#"$% & 'Y +(,#-./% &*-0#,1"2% 34% $("%56".$,&#.% 7 &.,$"2%,
"H"$%& (") +,"§Il
I
"B#S 11" $%&H ()% (B $+# 18, # -&." A (*H# /0.4 L& *# -2-.&# & 12&'(*1# /0.# )0233.%1."4# 5.* +(/"4# 2*'#
"#S%HE' () *"(B) "+) ,"-$*%.$%#) '//0*'#$) '%12"*) [".1($#$53) 4*$) #BHSS%!S" &'(&" )" *#$P!+," -." &'(&" )"
"H#P%&P™ (&!)*#M+
I
"#$% &'()*+% ,-% .(//-0+-+% (0% 1'-% &.(2-% (3% 1'-% 45--0% 262-5% 60+% 1'-% +7&.)&&7(0&8% 70.*)+
"#$"%&™ ( )*+( - AH#0( 1*%#2"$"3( $*( 343$"5( 678"9( $/"( 84.$( %4'-"$#241"( $/45( 7.( 1*8""3( &:i(
I"#$%&'&() "+ )I$+'# $"1%&1%'%# (&)*I*+*'INTIA has made a respectable effort to engage the
appropriate voices throughout the technology sector from both service and policy vantage points. !
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The benefits of 1oT will be realized with a definition of success that balances revenues, efficiencies, and
intelligence with effective security and privacy protection. This statement is rooted in both an
acknowledgement of the challenges facing loT today and optimism that industry participants have a
desire and tools to meet those challenges. Specifically, Afilias concurs the challenges include:!
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data is paramount. We have already witnessed what happens when IoT is used against us, and it
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infrastructure layer. !
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% Interoperability. We agree with the need for deliberate and focused work to create new
"#$%&'$% () *1#+, (-, .&//0"L(#1&"L, 1#("-(%-12, 3'$.14!.(**+this requires consensus on the
operational standards around availability, e.g., deployment of standards, minimum response
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data, both business and consumer data, which will also help guide important security protocols.!

% Trust. There are several aspects of security to be considered and can generally be
defined as ensure Trust. This involves a commitment to:!
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R Accessibility SI"#$%3"#3%&'() ($##* (&' $#+),*-*.)/*)/'00)%**) &, *)'125-&#(*) #)B!I $#
adopting IPve!I"#3$%&'(1)*%"1+$,)1"#! (#,$-%($.%"".)*%",/

R Interoperability S an unwavering commitment to open standards. Afilias is a
sighatory to OpenStand’, the modern paradigm for standards, shaped by adherence to
five fundamental principles of Standards Development: due process, broad consensus,
transparency, balance, and openness.!

% Orphaned technologies. The ‘things’ we are connecting are not connected forever, and
as such, introduce specific operational issues. This challenge is a hybrid of some challenges
noted above and solutions to address planned and unplanned obsolescence must be defined in
the early stages of development. !

Consensus must be reached on each of these. We encourage the loT sector to leverage proven, existing

standards within th!" #$%&'(" (&%!" )*)+1%" &)" ,&-.&/-!" '(01&)+1.2+.11" 11)$.121)3" )412'0'2&--*" '("
considering the use of the DNS and DNSSEC protocols. !
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personal data and then create mechanisms for monitoring compliance. !
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This collaboration could happen ad hoc or as a part of a I"#$%!"&'(#)"#*+,-./S&*"" "#$%!" &' (#)"#*+,'0%1&2'
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services take advantage of existing security technologies is a constructive activity for NTIA. Specifically,
"H#P%&&" (I#)* "#S%&'S(#)*$+#)%,#'$, I$)# #+%-.&-$'1/%. &S EH618%" &' (1) %) *)#+,'
!
"#$%&'()*$*(‘#S +,+-#'S.(*$/0&1#S 2+#324F5 (+$56 1735 (%% 0#++#+$ (0#$8RH#$9RZN)* +,$"$- . * &/0-#%0*
"#$5%E& "$&H#('B& ') +)$,& "1-.&/*& 0'(1/-$%& "22(3*"'+/)[*4& (5& Y% (3'2$& -"*"6 & 73"*8$ 1 &S, %6 %R ' (($
"#'$%&' () *'#+&,"$%-.&./!"10'

% 1"##$%&'()*+,*-&.&/-+(&01&+2-/(324&*5+&/-+(&62) 7-&+8.,*91& 75+(+&*)&:32;& 75.*+<+(&3*

I"HSY&H B(&B)*+(,-$.*

% !"#3$%&3$'$()%*%('+$%,-)'&*).(*.)/$&0&*/12$3%)*.'++0%$/4/)0*5%,6$7/8/,7&$9,$%*2

% I"#H#$%&'(&)*+&,+-)&()+ES%" Y& ) H"+"#$%"  1#Y0-1%#."[*0*(1-"#"#$%"2% 3" 345" *1"
"#S%0&' () *+*,+-"*+(.*,"/01"*123*' *(%4*50,4*46"*1")64*46'()*4%*.%7*'4*' *46"*/%1("1,4%("*%-*80'$.'()*46"*("94
"#'$%& (#)* H&"$H#"&+)%),%-")%#.),"[0$")* #&"$#" &) Y0o#.)* (1) "#2'$(#3"#&4
!
I
I"HSI"HSYE HS%&! (") )+ ('10), ) H(")'0), 1/(2)*('3* H1()/3*4'(") L&51*6)2)*(#.' T#89 !

5 @'A¥)0B';012C!D2BB")3'E;0');'0!IF2+.39!G*/H!&2)3' ! @.-.0*+1J32;2BIIK"*(")/L.AIG*B7!M&2/0').;-I0L'IN(O*;3'B";012CI0L"!
E;0);'012CIGL.;-/7P:*;<*)9!$>#7Fage 26.



"#$#% &$#% '()% &BHE*% +,-.-&*% *##*% [10+% 1&2% 3#% 4#35% "#.6,7.8% 2)9#21.&'7$#% &2:% ,&
"#S%&™ () #+,-+.,/1+0/*.'0&!"+ 1'#("*+#(1+"*23"#/4b+
I
"#$% &' (%)*'+%"'(%,-)./0'(0"#3$% &'% & (% ) $*&(&+&" ("% ,()% ,-.&$/&(0% ,%-"11" (% #,(02,0533% 4.&#$% +.$% &
"#RS%1&" ) (*&+H))!, (-$. ("H&(H&"I0(1+)))"(2&/) &3 &' (458#&()' (" ()| 5&#&14()6 7 $#4"18&(4$(#&"85)!,(8$66 B! (
!“#$%&'#%'&()*%*+*#%,—‘.%'/'0(1%#+('/+'.23‘4/%‘9363%&%‘(")*(%+,—"
1"#S N"H#P3% "$HE& ' (& )*+",-& +-&*$%S. & /O#&H#*$%UB& +-& "' & 0"+1$5%-2334& 25536 #F7 & 7S (+"+#+".& " &-+",3$&
"H#SHWAEL'() *+,) $-.") 'SINX I"#S1%&'()*$+ X | 1"# $%# 1&'()*$%*# "*+' # -"*$./I"01%1# *0+# 2+3# *+)&"# $%4#
"B $%&Yo#H () *+(+,--(.%-1(/'(1#*0%%1(,) (" ($") %ot (&."&(210FS%# &' ) #*"#*+,$5-) (%) .#"1/0-1 1L#") (23# (Y4 #
"#8%&H#" )#*+3$),(-1).'%,/01"1"'$,'+1"'0)1#23
I
"#3%&'#(&H#'S)*+ #'-$'. +/0#1$",2$0.2'$3+*4# (B! "#-$1#6, &H# S #B% & #(&H#' $*63!", & 72$89%*19: 5. 259" #$#; '#&
"#S%& N ()#*1$5%* &+, +&-# .$/#*1012&+53#*.1.4+5+ & HEWEIG) "1 $%& $!*$+,5%& -*' & )#!. & *+#& +,")*-,)/0&
"#$%&'('&)*'%#+)!",-./'($01)2")3/)45%6%3$) #&"($")/7%3$) &'5%#%/%"#) 3#&)5(3,'8"(90):/) (1" +#%:;'$)/73/):"<)
"#SHY&'S(#)S*("+3,-# /S H+0-&"#"-0-&B)# 1'2%($.I"*$)# +'332*1+$.I'*"# -+/*)'41-"5# &' '+") "# $*(#2"-&#
I"#$9%!1&%$'()*1%+"))*,1+$'-)*.1+/0&) 12
I
"#"S%&' ()¥"# +,- #/&# Y &B012" (#/3"# -$/" ($"/# 4&%1"I5# 2“6?1'$ﬂ$1%$4$'()*" &$+%,(-".-&)(/+-0" %+" 1("
!"#$°/o&'('&)°/o$)*+'),#*'(#'*)—(!+%*'!*.(')/"0(&)1"&'2$)3"()&‘$!(%4%#5),"6)0/0#*'(0!5!“Vo“#$
#5 1"#$%"&'(&)"#PVI&HPY& )P ["H#PU& H#B ()& *+,-"."["&-' 01K &% &' () *#+" #) ('$)#'$!"-#
"#$%"&'("%$)$%&!*+*&,-1".'/&&0O1*,(.""2&3-,"&*4+- *+$-5&'6'+",'&.$7"&.$89+&:4.:";&.$89+&'<$+%09";
"#$%&"(1") (*+)+&&$),&-.'/!
$5 1"#3%"& '(& %) (*H-"#S%& "19%%D'H(& #1& )%& )+, V#,1%8& ($-.,'$& *-1.,/$HS OF&!'(I"#S
"##S%&!" (&"%) *+,-,.) IB"#$%&S$'(%')*$%+'S ,-.-/"0"%" 1$ &2$5%+'$*'3",'4$5(-6.0'17$5)-/0")8$ +&6'$
"A#S%E& (") +,-.("&/"10%).)&/"1&. " 1#- 21 &2 (1 &' ($".-. ("&3/-*#1)4 |
=5 Device to gateway " connects via application software operating on a local gateway
device providing security and other functionality such as data or protocol translation”!
*5 Popular with consumer items using an app on a smartphone to relay data like for
fitness trackers;!
Y5Useful for integration of legacy devices.!
T5 1"#3$ 3"#3#%&%S' (%) SHESWN Y& (#)($" *#+(),#)&*,")+N)",'I-. . [" &/ */")$" ,01$*)"I'2"
M"#S%&' )1+ ,-.&/+ 01+ 1% ))'I' [#,20" (&*34/&' 4™ [))-4"1+4," 54+6' O!+!' 1*))' ,+6&*" (,2*/&(7"
Extension of the deviceSoS&loud model that facilitates back®nd data sharing, data portability
and generally helps to break down traditional data silo barriers (still need common information
models across vendors).!
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These models are a useful way of defining the interactions, their respective pain points and areas for
future policy and standards development. Agreement on the key terminology will create a clearer
environment for producing policy, standards and protocols. !

6 Delivered by Afilias CTO, Ram Mohan; transcript is available at:
http:/ /www circleid.com/posts/20160721_developing_internet_of_things_building_blocks/

7 https:/ /www.internetsociety.org/doc/iot-overview
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vital that industry and policy makers work in tandem to create a set of best practices!!"#$%&'(&"&)$*&+',$&
principles:!

% 1"#$%&'()*'(+")'-)(.1'0%) O#O* (1-"2(3*'(1&(1-""(-*#14&(.'(,.4' O#(B#) "#A()*'(6,7(
they want to use a device X either for a single device or across numerous devices X and how
they hide or share data. The user must be empowered to control all aspects.!

% Focus on smart innovation, not creating boundaries or limits. Regulation that seeks to
narrowly define, by definition will create boundaries on limitations and take the openness and
"#S10%0$HE&' S()#'*) #+

% 1"#$%&3$'()*+,%"-.%ilacy a responsibility throughout the ecosystem: consider liability
provisions that influence vendors to account for external third party costs created by insecure
products or devices that create security or stability issues.!

I
NTIA should play an active role here, and in creating fora for continued communication and information
sharing.!
I
I
I
I

9 From Afilias ION keynote presentation, transcript at
http:/ /www circleid.com/posts/20160721_developing_internet_of_things_building_blocks/



